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In traditional community unit, ID cards or IC cards are widely used in access 
control systems for accessing doors. However, the ID card and IC card can be easily 
duplicated, which will bring security risks. Meanwhile, it also causes inconvenience if 
someone forgets to bring the ID card or IC card with him and thus he can not enter the 
door. Nowadays with the popularity of smartphones, it is an attractive idea to design a 
controller for smart phones in the community unit access control system. Based on 
WIFI and TCP/IP-related protocols, a secure and reliable access control protocol can 
be design between the smartphone and the controller. Therefore, as a convenient 
Internet of Things application, the smartphones can be used to open doors instead of 
using ID/IC cards. 
This thesis focuses on the design and implementation of an access control 
system for community unit based Android and WIFI. It is convenient to use mobile 
smart devices, as an alternative to IC/ID cards, to open doors. This thesis first presents 
the state-of-the-art in mobile Internet, and then describes the requirements, design and 
implementation of the access control system. In the scenario of residential and 
property management, object-oriented programming and structured analysis approach 
are applied as the key design philosophy. In the requirement analysis phase, this thesis 
gives an introduction on the services needed in the residential access control system 
and specifies the function and service requirements for the Android APP. Based on 
the requirement analysis, the thesis gives the corresponding use case diagrams and 
data flow diagrams, and describes the main use cases. The system design and 
implementation includes four parts. First, this thesis gives the analysis of the functions 
and modules involved in the system. The user interfaces and corresponding design 
processes for the main functions are also presented. Second, the concept and logic 
design of database are presented. It also describes the ER diagram and the 
two-dimensional structure of the database tables. Third, some code segments and the 
system implementation are presented. Finally, the thesis summarizes the design and 
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